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What is social media?

“Social media is to marketing what email is to bas#*

The on-going rapid changes in technology have fogmtly impacted the practice of
law. Many lawyers use social networking for busmaetworking and professional development
reasons and as a litigation tool. As membersrefjalated profession, we need to be mindful of

our ethical obligations when we use social netwagki

A social networking Web site is defined as a “welsdd service[] that allow([s]
individuals to (1) construct a public or semi-pablrofile within a bounded system, (2)

articulate a list of other users with whom theyrshe connection, and (3) view and traverse their
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list of connections and those made by others withinsystem? Social networking Web sites

typically allow users to post profiles, add comnsetd their profiles and to the profiles of
friends, engage in marketing, and otherwise reporhis or her personal and professional life.
Web sites such as Facebook, MySpace, Twitter, ditkeéPlaxo, Avvo, and Legal OnRamp are

the oft-cited examples.

According to Facebook’s statistics website pagediatigust 13, 2011:

* More than 750 million active users are on Facebook;

* 50% of active users log on at any given day;

* More than 2.5 million websites integrated with Azmek;

* Average user has 130 friends;

* People spend over 700 billion minutes per montkacebook;

* There are more than 250 million active users ctiyeaccessing Facebook through
their mobile devices; and

» People that access Facebook on their mobile deaigewvice as active on Facebook

that non-mobile users.

A 2009 survey of nearly 1,500 lawyers shows thabrenthan 70% of lawyers are
members of an online social network—up nearly 2%66nfthe past year—with 30% growth

reported among lawyers ages 46 and older.”

2 Boyd & Ellison, Social Network Sites: Definition, History, and Slenship,

Journal of Computer-Mediated Communication, 13(Ayticle 11 (2007), available at
http://jcmc.indiana.edu/vol13/issuel/boyd.ellisamh

3 Baldas,They Blog, They Tweet, They FriehAT’L L.J.(Dec. 21, 2009).



According to the American Bar Association’s 201@akTechnology Survey Repért

° 56% of respondents reported that they use netwsrkél as Facebook, LinkedIn,
LawLink, or Legal OnRamp, compared with 43% in @@09 survey and 15% in the 2008
survey.

° The highest percentage of respondents reporteditan@ng a presence in
LinkedIn (83%), followed by Facebook (68%) and PI&¥8%).

° 77% of respondents in the 30 to-B8arold age group maintain a presence in an
online community/social network (compared with 72%he 2009 survey), followed by 68% of
40- to 49year olds (compared with 58% in the 2009 survey), ant 50 50 to 593yearolds
(compared with 35% in the 2009 survey).

° 63% of largefirm respondents maintain a presence in an onlamencunity/social
network (compared with 57% in the 2009 survey aBh In the 2008 survey).

° 52% of solo respondents (compared with 37% in20@9 survey and 15% in the
2008 survey) engage in some type of social media.

° The most common reasons for maintaining a presemte online
communities/social networks:

° 76%- Professional networking

° 62%- Socializing

° 42% Client development
° 17%- Career development
4 See alsd\ora Riva Bergman’s presentation “Increasing Clieguires Through

Creative Internet and Social Media Marketingeallifepractice.com/wordpress/wp-
content/uploads/2011/03/Social-Media-Marketing-Family-Law-Attorneys. pdf.



° 6% - Case investigation

) 10 % of respondents had a client retain themrasut of social media.
- From the 2010 ABA Technology Survey Report

Some lawyers join social networking Web sites purelr social interaction; others

utilize these sites as a networking or professiaeaielopment tool. Either way, with so many
members of the bar Facebooking, Tweeting, statudatipg, friending, and posting, an
examination of ethical considerations faced byra#gs is in order. Social media use does not
transform otherwise appropriate conduct into soingtlunethica? However, an attorney’s
social networking activities may implicate seveoélthe rules of professional conduct in the
jurisdiction(s) in which the attorney is licensedpractice. You must know your state’s rules.
The following discussion of the ten most commoniaooetworking ethical issues faced by
attorneys will concentrate on the American Bar Asstion Model Rules of Professional

Conduct (the “Model Rules’.

Inadvertent Formation of an Attorney-Client Relationship.

Legal directory Web sites such as www.avvo.cono @élude social networking and
legal advice components. For instance, Avvo alléaveyers and clients to engage in social
networking by posting, respectively, peer endorgegmand reviews. Further, Avvo advertises
that users can “Ask a Lawyer—Get free, personaliegdl advice from experienced attorneys”.

Users post their questions on a public discussioardy and the attorneys listed in Avvo’s

> SeeCarolyn Elefant and Nicole Blacl§ocial Media for Lawyers: The New
Frontier.

6 Due to the geographical diversity of the attendsethis program, our discussion

focuses on the Model Rules, as opposed to the RifilBsofessional Conduct of any particular
state, with the possible exception of the authbboshe state, Louisiana.



directory may post responses. In certain circunt&s, there is a possibility that an attorney
may unintentionally create an attorney-client iielehip by responding to a posted quesfion.

In most states, the formation of an attorney-tlieationship is largely based on a
party’s reasonable subjective belief that such taorreey-client relationship has been credted.
To minimize the possibility of the inadvertent fation of an attorney-client relationship, some
attorneys on Avvo post disclaimers such as thevoiig:

DISCLAIMER: This answer is provided as general mfation, which may not be

appropriate for the specific facts of your partiulsituation. No attorney-client

relationship has been established based on thittimommunication. You are advised
to consult with an attorney in your jurisdictionftw@ taking any action or inaction that
may affect your legal rights.

With the right mix of facts, a court could posgildonclude that an attorney-client
relationship was formed, even if such a disclaimgresent. Accordingly, attorneys should use

caution and their considered professional judgnrenesponding to posts on legal discussion

boards. In the event that an attorney-client i@ship is formed, even if an attorney’s response

! CompareRESTATEMENT (THIRD) OF THELAW GOVERNING LAWYERS § 14, cmt. ¢

(2000) (“[A] lawyer may answer a general questibowt the law, for instance in a purely social
setting, without a client-lawyer relationship amigi) with Huddleston v. Stat&876 S.E.2d 683
(Ga. 1989) (The “basic question in regard to theenfdion of the attorney-client relationship is
whether it has been sufficiently established trdtiGe or assistance of the attorney is both
sought and received in matters pertinent to higegsion.”);see alsdMallen & Smith, 2 IEGAL
MALPRACTICE 8§ 15:3 (2008 ed.).

8 See generallJRESTATEMENT (THIRD) OF THELAW GOVERNING LAWYERS § 14 and
commentssee also, e.g., In re Bordeld894 So. 2d 315, 322 (La. 2005) (holding that tjilg it
is true as a general principle that the existerfi@nattorney/client relationship “turns largely on
the client’s subjective belief that it exists,” tbient’s subjective belief must still be reasomgbl
Sheinkopf v. Ston®27 F. 2d 1259 (1st Cir. 199Byreuer-Harrison, Inc. v. Comb&99 P.2d
716 (Utah Ct. App. 1990Kotzur v. Kelly 791 S.W.2d 254 (Tex. App. Corpus Christi 1990);
Guillebeau v. Jenkins355 S.E.2d 453 (Ga. 198 Hpx v. Pollack 181 Cal. App. 3d 954 (1st
Dist. 1986).

o See http://www.avvo.com/legal-answers/can-my-husbangroeed-closer-to-
his-family-he-is-376356.html#answer_518184.



to a posting is made without charge, the text ofd®oRule 1.1, which governs attorney

competence, does not set a lesser standard ofocam® bonolegal advice?

I. Unauthorized Practice of Law.

The internet has immeasurably facilitated commafion beyond the borders of the
states in which each of us is licensed to praddee This ease of communication has increased
the risk that an attorney may engage in the unaizéb practice of law: Moreover, an attorney
could unwittingly who is licensed in one state maywittingly develop an attorney-client
relationship with a client in a state where theraigy is not licensetf.

Depending on the nature of the internet activiesssue, it could be determined either
that an unlicensed layperson is practicing law,th@at a licensed lawyer is intentionally or
unintentionally practicing law in jurisdictions iwhich the lawyer is not admittéd. The
unauthorized practice of law issue becomes a greateern in light of positions such as that of

the New York City Bar Association, which has suggdshat “almost any question and answer

10 Model Rule 1.1 provides that “[a] lawyer shall picde competent representation

to a client. Competent representation requiresidéigal knowledge, skill, thoroughness and
preparation reasonably necessary for the repraganta

1 SeeMelissa Blades & Sarah VermyleW,rtual Ethics for a New Age: The
Internet and the Ethical LawyeGEO J. LEGAL ETHICS, pp. 637-657 (Summer 2004); Wersh, A
Bold New Frontier—To Blog Where No Lawyer has BledgBefore, dwa LAWYER (Jan.
2009).

12 SeeJoel M. SchwarzPracticing Law Over the Internet: Sometimes Piaeti
Doesn’'t Make Perfectl4 HARv. J.L. & TECH. 657,675-77 (2001) (determination of whether an
attorney-client relationship is created may be Basethe specific nature of the advice given and
the subjective expectation of t recipient/clientloé advice, regardless of any disclaimer by the
attorney).

13 Shari Claire LewisBeware the Unauthorized Practice of Law in Cybecgpa
(N.Y. Law Journal, June 6, 2007) (available at #ww.law.com/jsp/lawtechnologynews/
PubArticleLTN.jsp ?id= 1181034328 636#11).



may in fact constitute legal advice, even if thesgfioner does not appear to be seeking ‘specific’
legal advice.” N.Y. Ethics Op. 1998-2 (1998).

Under Model Rule 5.5(a), “[a] lawyer shall not piee law in a jurisdiction in violation
of the regulation of the legal profession in thatgdiction, or assist another in doing so.” Thus,
the analysis of what constitutes the unauthorizeactice of law requires a state-by-state
analysis, despite the fact that the conduct atissaternet activity—is without borders.

For instance, a Louisiana court could conclude pinaviding legal advice on a Web site
such as www.avvo.com, discussed above, constitngepractice of law. Louisiana defines the
practice of law “by anyone who has not first beehydand regularly licensed and admitted to
practice law by the supreme court’—a/k/a the unautled practice of law—is a felonySee
LA. REv. STAT. 8§ 37:213(C). The mere act of counseling another constitutes‘phactice of
law” or “giving of legal advice™® This is confirmed in Louisiana Rule of Professib@onduct
5.5(e)(3), which provides that all of the followiage considered the practice of law:

() holding oneself out as an attorney or lawyethatized to practice law;

(ii) rendering legal consultation or advice to ict;

(iif) appearing on behalf of a client in any heagrior proceeding, or before any

judicial officer, arbitrator, mediator, court, publagency, referee, magistrate,

commissioner, hearing officer, or governmental bopgrating in an adjudicative
capacity, including submission of pleadings, excegt may otherwise be

permitted by law;

(iv) appearing as a representative of the clierd deposition or other discovery
matter;

14 See Pisarello v. Administrator’'s Service Cos64 So. 2d 917 (La. App. 4 Cir.),
writ denied 466 So. 2d 473 (La. 198%ee alsd_A. Rev. STAT. § 37:212(“The practice of law
means and includes...[flor a consideration, rewardgyezuniary benefit, present or anticipated,
direct or indirect...[tlhe advising or counseling ahother as to secular law[.]";rank L.
Maraist,et al, 21 LA. Civ. L. TREATISE—LOUISIANA LAWYERING §82.11(2010ed.).



(v) negotiating or transacting any matter for or lmehalf of a client with third
parties;

(vi) otherwise engaging in activities defined bwlar Supreme Court decision as
constituting the practice of law.

If an attorney decides to respond to questionsegosh discussion boards of Web sites
such as www.avvo.com, he or she should, in an ang®lof caution, consider refraining from
providing responses to questions about the lawtisdictions in which he is not licensed to

practice.

lll.  Inadvertent Alteration of the Scope of Represatation.

An attorney’s use of social networking Web sitescommunicate with his clients may
lead to an unintentional alteration of the scopeepiresentation. Model Rule 1.2(c) provides
that “[a] lawyer may limit the scope of the repmaseion if the limitation is reasonable under the
circumstances and the client gives informed consenBy design, messaging and other
communications on social networking sites is casuBly engaging in such casual written
communications with a client, for instance, an ray may unwittingly enlarge the scope of
representation to include matters beyond an otlserwroperly limited representation. This in

turn could lead to professional liability concerns.

IV.  Communication With Clients.
Model Rule 1.4 imposes a general duty on attortneyeep their clients informed about

matters and the means by which a given client'®aihjes are to be accomplishiéd “Proper

15 Model Rule 1.4(a) provides that a lawyer shall:

(1) promptly inform the client of any decision arcumstance with respect to
which the client’s informed consent, as define®Rire 1.0(e), is required by these
Rules;



communication with clients is essential to maintamblic confidence in the professiolf.”
Indeed, the duty to communicate is so fundamertal & lawyer cannot delegate this
responsibility to lay employeés. “The client should have sufficient information participate
intelligently in decisions concerning the objectva the representation and the means by which
they are to be pursued, to the extent the clientlisng and able to do so.” Model Rule 1.4, at
Comment [5].

One of the main draws of social networking siteshat they facilitate quick and easy
communications with those in one’s network. Thaegial networking sites have the potential to
keep a client informed about the status of a matteéowever, lawyers should consider using

caution and restrain when using social networkitesgor this purpose.

V. Confidentiality of Information.

Social networking sites facilitate communicatioand oftentimes people freely
communicate about matters which they would nevesicer discussing in real life. Attorneys
must resist any temptation to discuss or post itegarding their clients or matters. Model Rule

1.6(a) provides that “[a] lawyer shall not reveaflormation relating to the representation of a

(2) reasonably consult with the client about theanseby which the client’s
objectives are to be accomplished;

(3) keep the client reasonably informed about thtus of the matter;

(4) promptly comply with reasonable requests féormation; and

(5) consult with the client about any relevant taion on the lawyer’s conduct
when the lawyer knows that the client expects tmsi® not permitted by the
Rules of Professional Conduct or other law.

16 La. State Bar Ass’n v. St. Romai60 So. 2d 820, 824 (La. 1990).

17 Id. (citing La. State Bar Ass’n v. Edwins40 So. 2d 294 (La. 1989)).
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client unless the client gives informed conserg, disclosure is impliedly authorized in order to
carry out the representation or the disclosureersngted by paragraph (b).” Five comments to
this Rule are particularly instructive on the brdaolf a lawyer’s duty of confidentiality:

[2] A fundamental principle in the client-lawyerlagonship is that, in the
absence of the client’s informed consent, the lavwmyast not reveal information
relating to the representation. ... This contributeshe trust that is the hallmark
of the client-lawyer relationship. The client ieteby encouraged to seek legal
assistance and to communicate fully and franklyhvihe lawyer even as to
embarrassing or legally damaging subject matterhe Tawyer needs this
information to represent the client effectively arfdnecessary, to advise the
client to refrain from wrongful conduct. Almosttwout exception, clients come
to lawyers in order to determine their rights antatvis, in the complex of laws
and regulations, deemed to be legal and correase@® upon experience, lawyers
know that almost all clients follow the advice givand the law is upheld.

[3] The principle of client-lawyer confidentialitig given effect by related bodies
of law: the attorney-client privilege, the workopuct doctrine and the rule of
confidentiality established in professional ethic¥he attorney-client privilege
and work product doctrine apply in judicial and extlproceedings in which a
lawyer may be called as a witness or otherwise iredquo produce evidence
concerning a client. The rule of client-lawyer fidantiality applies in situations

other than those where evidence is sought frontatliger through compulsion of
law. The confidentiality rule, for example, apglienot only to matters

communicated in confidence by the client but atsalt information relating to

the representation, whatever its source. A lawyey not disclose such
information except as authorized or required byRl&es of Professional Conduct
or other law.

[16] A lawyer must act competently to safeguardoinfation relating to the
representation of a client against inadvertent mauthorized disclosure by the
lawyer or other persons who are participating mrpresentation of the client or
who are subject to the lawyer’s supervisiBeeRules 1.1, 5.1 and 5.3.

[17] When transmitting a communication that inclsidaformation relating to the
representation of a client, the lawyer must talkesoeable precautions to prevent
the information from coming into the hands of uamded recipients. This duty,
however, does not require that the lawyer use apseicurity measures if the
method of communication affords a reasonable egpieat of privacy. Special
circumstances, however, may warrant special prewait Factors to be
considered in determining the reasonableness oflaiwyer's expectation of
confidentiality include the sensitivity of the imfoation and the extent to which
the privacy of the communication is protected by lar by a confidentiality
agreement. A client may require the lawyer to enpént special security

11



measures not required by this Rule or may giverméa consent to the use of a

means of communication that would otherwise be iprtgd by this Rule.

[18] The duty of confidentiality continues afteretklient-lawyer relationship has

terminated. ...

Similarly, in discussing Rule 1.6, Professor Daneli@o of Loyola University in New
Orleans has stated: “A lawyer’'s duty of confidelity is significantly broader than many
lawyers understand. Because this rule prohibigdas from revealing ‘information relating to
representation of a client,’ it is not limited migreo matters communicated in confidence by the
client. SeeModel Rules of Professional Conduct Rule 1.6 cmt. Bhus, this rule prohibits
disclosure of confidential information from any soe, including from third parties and from
documents prepared by third parties. When in doudivever, the lawyer should seek client
consent to disclose the information in questibh.”

Further, a lawyers duty of confidentiality attashesven prior to the formal
commencement of a lawyer-client relationship. €fae, a lawyer must maintain the
confidentiality of information learned during thtial consultation with a prospective cligfit.

Although there is some difference of opinion amengimentators, the ABA Committee
on Ethics and Professional Responsibility has apthat it is reasonable for lawyers to transmit

confidential client information using unencryptetdrnet e-maif’ In an age where Web site

visitor or user lists are regularly bought and sblowever, there may be a lesser expectation of

19 LA. PROF RESPONSIBILITY LAW & PRACTICE § 1.4 (2007), available at

http://lalegalethics.org/?page_id=149.

20 See Model Rule 1.18 (addressing duties owed to prospectlients);
RESTATEMENT (THIRD) OF THE LAW GOVERNING LAWYERS 8 59 cmt. ¢ (2000)id. at 8 15;see
ABA Comm. on Ethics and Professional Responsibikigrmal Op. 90-358 (1990).

21
(1999).

SeeABA Comm. on Ethics and Professional Responsibikigrmal Op. 99-413

12



privacy with social networking Web sites. It mayt be reasonable for an attorney to uses these
sites as a primary means of communication witlchents.

The basic duty to maintain confidentiality is alparticularly at risk in the social
networking milieu, because “[n]Jew forms of commuation can seductively cause lawyers to
forget their ongoing duty to maintain the confidenof their respective client&” Indeed, there
may be an inherent “tension between the duty offidentiality and the Facebook norm of
enormously reduced, if not nonexistent, personainbdaries.?* As one commentator notes, a
Facebook status update that tells a lawyer’s “@grhat he is drafting an exception or a motion
to dismiss a petition on particular grounds coelderl confidential informatioff. So too might
a post that tells “a story to friends about a ré¢eal without revealing the identity of the clien
or any other fact not contained in the public recof the case.” Nevada Opinion 41 (June 24,
2009). This is not a theoretical issue. At least lawyer has faced disciplinary charges after
she published information about cases she was ingrat her blodg?

Confidential information can also be revealed nother, less obvious way. Many

networking sites permit the importing or uploadwfgcontact information. If a lawyer releases

22 Los Angeles County Opinion 514 (Aug. 15, 2005).

23 Gordon,Why Can’t We Be FriendsABA Journal, posted Jan. 1, 2010 (available
at http://www.abajournal.com/magazine/article/whgnic we_be_friends/).

24 Mayle, Navigating the Ethical Pitfalls of Online Networgin ABA Young
Lawyers Division, The 101 Practice Series: Bregkidown the Basics (2009), available at
http://www.abanet.org/abanet/common/login/secureglafim?areaType=member&role=abanet

mo&url=/yld/mo/onlinepitfalls.pdf.

2 Levin, More on the New Rules—Social Netwoi®BA Record (Nov. 2009) (the
disciplinary charge, however, also related to tlog's disparaging comments regarding judges).

13



his or her contacts in this manner, client contagtpert witness or consultant contacts, vendor
contacts and other sensitive information could bezavailable to a very wide audierfée.
VI.  The Obvious: Watch What You Say and Do!

Model Rule 3.3(a)(1) provides that “[a] lawyer Bhaot knowingly: ... make a false
statement of fact or law to a tribunal or fail toriect a false statement of material fact or law
previously made to the tribunal by the lawyer[.]A lawyer who fails to comply with this
obligation and extensively shares the details sfdri her life on a social networking Web site
will likely be exposed.

For instance, it was recently reported that anriadtp in Texas requested a continuance,
asserting that the cause was the death of herfath@wever, that attorney had earlier posted a
string of Facebook status updates, “detailing heeknof drinking, going out and partying. But
in court, in front of Criss [the judge], she tolccampletely different story” The same judge,
Judge Susan Criss of the 212th District Court, Estbmn, Texas, also caught a lawyer
complaining via Facebook about having to handleoian in her court. In response, the judge
“playfully zinged her, too—on Facebook, of courég.”

Criss has seen lawyers on the verge of crossingptifentirely crossing, ethical

lines when they complain about clients and opposoayinsel. And she

admonished one family member who jeopardized her st case by bragging

online about how much money she would get fromwaslat. The judge’s near-

breathless accounts of questionable online actbwtynembers of the bench and
bar had many in the audience wondering whetherldéade Twitter and their ilk

26 Jeffrey T. KrausOnline Social Networking—Ethics and Liability IsSUALAS

Loss Prevention Journal (Summer 2010).

27 SeeMolly McDonough,Facebooking Judge Catches Lawyer in Lie, Sees &thic
Breaches ABA Journal, posted July 31, 2009 (available at
http://www.abajournal.com/news/article/facebookijuglge catches lawyers_in_lies_crossing_
ethical_lines_abachicago/).

28 Id.

14



are worth the headache. To Criss, there’s no gbek. With self-imposed
ground rules—no politics, no blogging about caselse’sssteaming right ahe&d.

Other lawyers have fared worse than the lawyerded” by Judge Criss, reminding us
yet again that anything we write may end up in fraira judge:

Sean Conway was steamed at a Fort Lauderdale jaddes did what millions of
angry people do these days: he blogged aboutd&gngshe was an “Evil, Unfair
Witch.” But Mr. Conway is a lawyer. And unlike ridns of other online
hotheads, he found himself hauled up before theiddobar, which in April

issued a reprimand and a fine for his intemperktg post>®

The tribulations faced by a former lllinois asardt public defender reinforce the
foregoing point:

Kristine A. Peshek, a lawyer in lllinois who loseérhjob as an assistant public
defender after 19 years of service...wrote poststaolog in 2007 and 2008 that
referred to one jurist as “Judge Clueless” andlyhieiled the identities of clients

and confidential details of a case, including stegmets like, “This stupid kid is

taking the rap for his drug-dealing dirtbag of ddeo brother because ‘he’s no
snitch.”

Another client testified that she was drug free esrkived a light sentence with
just five days’ jail time, and then complained te.MPeshek that she was using
methadone and could not go five days without it.s. Meshek wrote that her

reaction was, “Huh? You want to go back and tedl jidge that you lied to him,
you lied to the presentence investigator, you ieeche?”

Due to Ms. Peshek's comments, a complaint was Itoungfore the lllinois Attorney
Registration and Disciplinary Commissioh.
Model Rule 4.1 prohibits a lawyer from making é&séastatement of material fact to a

third person. Lawyers therefore should avoid “mgf their online profiles or biographies.

29 Id.

30 John SchwartzA Legal Battle: Online Attitude vs. Rules of thar,BTHE N.Y.
TIMES (Sept. 12, 2009)see also When Talking Smack About a Judge, Prodétd Caution
WALL STREET JOURNAL LAw BLOG, posted Sept. 14, 2009 (available at
http://blogs.wsj.com/law/2009/09/14/when-talkingask-about-a-judge-proceed-with-caution/).

3 Seehttps://www.iardc.org/09CH0089CM.html (last accesb®v. 24, 2010).

15



Similarly, Model Rule 8.2(a) prohibits a lawyer finamaking “a statement that the lawyer knows
to be false or with reckless disregard as to ishtior falsity concerning the qualifications or
integrity of a judge, adjudicatory officer or publegal officer, or of a candidate for election or
appointment to judicial or legal office.”
e Is it Ethical to Use Social Networking Sites
As A Litigation Tool — Internet Search?

Model Rule 8.4(c) provides that it is professiomagconduct for a lawyer to “[e]ngage in
conduct involving dishonesty, fraud, deceit or msesentation.” Using social networking sites
to gather intelligence on opponents may violateeRdl.1 and 8.4 in certain circumstances. For
example, Philadelphia Opinion 2009-02 (March 2008hsidered a situation where a lawyer
believed that an adverse party’s withess’s priveeebook and MySpace pages might contain
information that could impeach the witness’s testim The lawyer could not access these
private pages because they were available onlygavitness’s “friends”. The lawyer wanted to
hire an investigator to “friend” the witness withoevealing his affiliation with the lawyer,
obtain access to the private pages, and then paasyoinformation to the lawyer. That plan was
found to be deceptive under Pennsylvania’s versiénRule 8.4(c}* because it would
purposefully “conceal [the investigator’s reasondgeeking access to the private pages] from the
witness for the purpose of inducing the witnesaltow access, when she may not do so if she
knew the [investigator] was associated with theylwand the true purpose of the access.”

Further, the opinion found that such conduct walsd violate Rule 4.1.

32 Pennsylvania’s version of Rule 8.4 adopts the M&dse. CompareModel Rule

8.4 (available at http://www.abanet.org/cpr/mrpl&r@_4.html) with PENN. RULE OF PROF.
CoNbpucT8.4 (available ahttp://www.padisciplinaryboard.org/documents/Pa%R20Rod).

16



Lawyers should also avoid specific characterizatad their practice on their social
networking site profiles. For instance, Linkedlrofdes have a field for “specialties”. Model
Rule 7.4 permits an attorney to “state or implytthle] lawyer is certified as a specialist in a
particular field of law” in various circumstance¥.arious states, however, have diverged from
the Model Rule and have further restricted attosrfeym making such representations.

For instance, in Louisiana, unless an attorneyersognized as a specialist by the
Louisiana Board of Legal Specialization in one lo¢ five areas of specialization, he or she
should leave this “specialties” section of his er hinkedIn profile blank® Louisiana Rule
7.2(c)(5) defines the circumstances in which a Ewyay “state or imply that the lawyer is

‘certified,” ‘board certified,” an ‘expert’ or a pgecialist’™.

VII.  Trial Publicity.

Model Rule 3.6(a) provides that “[a] lawyer whqo@rticipating or has participated in the
investigation or litigation of a matter shall noake an extrajudicial statement that the lawyer
knows or reasonably should know will be dissemididig means of public communication and
will have a substantial likelihood of materiallyepudicing an adjudicative proceeding in the
matter.” Social networking Web sites such as Fackbhave extensive privacy settings;
however, if an attorney’s profile on a social netkinog Web site is available to be viewed by the
public at large, that profile may be consideredpablic communication” under Model Rule
3.6(a). Thus, attorneys who utilize social netviagksites should not only avoid publicizing
their matters on social networking sites, but stiaalso (for a number of reasons) utilize the

privacy settings of such sites.

3 The five areas of specialization are Business Bgiky Law, Consumer

Bankruptcy Law, Estate Planning and Administratidfamily Law, and Tax Law. See
http://www.lascmcle.org/specialization/.
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VIIl. Communications with the Opposing Party.

As a general rule, attorneys should restrict tle&ctronic communications regarding a
matter to e-mail. However, due to prevalence afadmetworking sites and the ease with which
a lawyer may contact the opposing party in a matiesugh these sites, a lawyer may find
himself tempted to do the latter. In the event #raattorney feels such an urge, he or she should
be directed to Model 4.2, which provides:

In representing a client, a lawyer shall not comioate about the subject of the

representation with a person the lawyer knows tord@esented by another

lawyer in the matter, unless the lawyer has theseonhof the other lawyer or is

authorized to do so by law or a court order.

Comment [3] to the ABA Model Rules recognizes tjhe Rule applies even though
the represented person initiates or consents tedhenunication. A lawyer must immediately
terminate communication with a person if, after aogncing communication, the lawyer learns
that the person is one with whom communicatiorotspermitted by this Rule.”

In the event that the opposing party or a thirdypar not represented by counsel, when
communicating with that party (via a social netwngksite or otherwise), an attorney should be
mindful of Model Rule 4.3, which requires a lawyerbe forthright about his or her role in a
matter. More particularly, Model Rule 4.3 requiredawyer to explain his role to the third

person if a third party is laboring under a misustinding®* In explaining his or her role, the

lawyer must be truthful and must not misrepresehéene his or her loyalties I#. Rule 4.3

34 See idat cmt. [1];see alsd_a. State Bar Ass’n v. Harringto585 So. 2d 514,

517 (La. 1990).

= SeeModel Rule 4.3see also, e.gModel Rule 4.1(a) (2004) (stating that a lawyer
shall not “make a false statement of material fact.a. third person”)see alSORESTATEMENT
(THIRD) OF THE LAwW GOVERNING LAWYERS & 103 (2000) (prohibiting a lawyer from
“mislead[ing] the non-client . . . concerning tloemtity and interests of the person the lawyer
represents”).
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prohibits a lawyer from giving “legal advice” to adverse unrepresented person, “other than the

advice to secure counsel.”

IX.  Attorney Advertizing. *°

Generally, an attorney is prohibited from usingiabnetworking Web sites to make false
or misleading communications about the attornelyi®or her servicesSeeModel Rule 7.1 (“A
lawyer shall not make a false or misleading commation about the lawyer or the lawyer's
services. A communication is false or misleading dontains a material misrepresentation of
fact or law, or omits a fact necessary to makestheement considered as a whole not materially
misleading.”).

Perhaps more so than any Article of the Model Ruédtorney advertising rules vary
from state to state. A number of states such ag Xark and Louisiana have recently enacted
stricter advertising rules. Attorneys who are ieed in multiple states should, at a minimum,
ensure that their social networking Web site pesfiland activities are compliant with the
advertising rules in each jurisdiction in whichytee licensed?

For example, the Texas State Bar posted a remitiur lawyer or firm videos
disseminated on video-sharing Web sites like Yo&lMbySpace, or Facebook that solicit legal
services are considered public media advertisenatdsare required to be filed with the Texas

Advertising Review Committee, unless exempted. il@nhyg, the chief disciplinary counsel for

3 The discussion in this section is merely illustatof the various attorney

advertising rules that may be applicable. Prioengaging in any social networking Web site
marketing activities, an attorney should review ¢nérety of Article 7 and, if necessary, should
consider contacting the LSBA Ethics Counsel, Ridhar Lemmler, Jr. For more information,
see http://www.Isba.org/MemberServices/lawyeradsiag.asp.

3 Particularly when such profiles and activities amtended to be disseminated
outside of the state in which they are licensed.
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the Connecticut statewide lawyer grievance commitias stated that any “Web presence”
showing that a lawyer offers legal services—inahgdisending an invitation on LinkedIn to

another user that links to the lawyer’'s personajepdescribing his practice—is subject to
Connecticut advertising regulatioffs. South Carolina Opinion 09-10 (undated) states tha
information on “networking Web sites are both conmmgations and advertisements; therefore,
they are governed by Rules 7.1 and 7.2. While nparéicipation in these Web sites is not
unethical, all content in a claimed listing mushfmym to the detailed requirements of Rule

7.2(b)-(i) and must not be false, misleading, déeepor unfair.**

X. “Friending Judges”.

Under Rule 8.4(e) of the Model Rules, it is profesal misconduct for a lawyer to
“[s]tate or imply an ability to influence impropgré judge, judicial officer, governmental agency
or official or to achieve results by means thalate the Rules of Professional Conduct or other
law.”

A recent Florida ethics opinion concludes thattitig lawyers who may appear before
the judge as ‘friends’ on a judge’s social netwogkipage reasonably conveys to others the
impression that these lawyer ‘friends’ are in aci&eposition to influence the judge” and thus
violate Cannon 2(B) of the Florida Code of Judi€anduct. Florida Judicial Ethics Advisory
Committee Opinion 2009-20 (Nov. 17, 2009). A canyrresult was reached by the South

Carolina Advisory Committee on Standards of Judli€@anduct, which opined that “[a] judge

may be a member of Facebook and be friends withelafwrcement officers and employees of

40 See24 Law. Manual of Prof. Conduct 444-45 (Aug. 20080

a1 See als®Beougher;Tech Talk: How to Navigate a World of Tweetifihio Law

(May/June 2009).
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the Magistrate as long as they do not discuss amgthelated to the judge’s position as
[M]agistrate.” South Carolina Advisory Committee on Standardsusficlal Conduct Opinion
17-2009 (Oct. 2009). Similarly, a New York Judidihics Opinion found nger seviolation
of New York’'s Rules Governing Judicial Conduct wheejudge “establishes a connection with
an attorney...appearing in the judge’s court throagdocial network” but advised the judge to
“consider whether any such online connections, @lanin combination with other facts, rise to
the level of a ‘close personal relationship’ remgr disclosure and/or recusal.” New York
Judicial Ethics Opinion 08-176 (Jan. 29, 2009)atains omitted).

Whether judges and attorneys may be linked on koeiavorking sites is undecided in
most states; however, the bench and bar are adtoskbd mindful of the split in authority, as

well as Rule 8.4(e) in deciding whether to linketich other.

Conclusion
In using social networking as a litigation tooldato network and market our practices,
we should use common sense, think twice before ogt, @nd consider the application of the
Rules of Professional Conduct. A good rule ointbus what my mother taught me: Don’t do

or say anything you don’t want to appear on thatfpage of the newspaper!
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